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Two Approaches to Cyber Security Support
for Members
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CIRMA Risk Management — Cyber Risk Management Program
Helping Our Members Stay Safe



https://www.arnoldinsuranceagency.com/blog/precautions-for-better-cyber-security
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W h at we d |d Image Credit - https://orlandoespinosa.blog/2017/10/14/figuring-out/

Image Credit - https://orlandoespinosa.blog/2022/01/04/opportunities-are-ahead
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' | I CIRMA CIRMA Cyber Offerings

Cyber Security Resources

A CIRMA Risk Management Best Practices Guide

@2 MS-ISAC”T

g 0 OB Ay 00 0 © o gD Nulti-State Information
- Sharing & Analysis Center®
- : Image Credits; https://innovate.ieee.org/free-webinars-from-ieee/

https://www.cisecurity.org/ms_isac
https://teachprivacy.com/cyber-security-resources/
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Prevent & ProteCT

The Many Faces Lﬁj of CyberCrime

Suspicious = Wrong
email? ] recipient?
Report it. E Report it.

> > Local Law Enforcement

must be contacted.
They will provide guidance
on what to do and initiate
resources to help you
effectively respond to

the attack.

Report Cyber Claims
Immediately.

For every hour that passes
thousands of dollars can
be lost and millions of
pieces of data can be
compromised.

Missing = Shouldn"t = Something not

laptop? - have clicked? - feel right?

- & | =
Report it. : Report it. : Reportit.

IF YOU THINK YOU MIGHTBEA VICTIM:

L1

STOP. Follow directions outlined in your
organizational cyber security protocol.

2

CONTACT local law enforcement and CTIC
immediately. CTIC: 1.866.457.8477.

©

REPORT the incident ASAP to CIRMA by calling:
203.498.3019 or 203.804.5917 (After Hours).

Vvisit CIRMA.org for more information.





https://www.bytestart.co.uk/set-up-partnership

l|ECIRMA

THANK YOU



Cybersecurity
Efforts for a
Rural State

NLC-RISC Staff Conference
October 19, 2022

Austin, Texas

Dave Pfeifle, SDPAA




Recent Attacks

N
South Dakota

Photo: iStock.com/Andrey Popov




How Do We Protect
Ourselves?

Dakota State University (DSU) Project Boundary
Fence Program offered to all Local Governments
in South Dakota.

For more information contact:
projectboundaryfence@dsu.edu

https://dsu.edu/boundary-fence/
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‘ SDPAA Cyber Credit Program
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The SDPAA Cyber

Credit Program:
Tier One

Enrollment in (DSU) Project
Boundary Fence

Free cybersecurity assessment to
identify the ways a cyber attacker
could possibly penetrate the local
government’s system



The SDPAA Cyber
Credit Program:
Tier Two

Appoint a “cyber
representative” who then
works to adopt a Cyber
Incident Response Plan.

Two highly recommended
templates are available at
sdpaaonline.org.




§ cybersecurity.

The SDPAA Cyber
Credit Program:
Tier Three

Future credit on
purchases of cyber
hardware/software and
related measures to
enhance their
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Questions?

Disclaimer: while the presenter is an
attorney, this presentation is for general
information purposes only and should not
be construed as providing legal advice or
opinions for a specific situation. The
audience is encouraged to contact the
attorney of their choice for any specific
legal discussion and legal advice.




