NATIONAL

LEAGUE

OF CITIES YEEﬁEBsﬁ
ONNECTION

Understanding Cybersecurity Threats
that Municipalities Face

And what steps you should be taking to mitigate the risks.
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Goals for this e Why this is important now

. Describe current landscape and
Session vulnerabilities that municipalities are
facing.

e What can be done to address it
Planning strategies, common best
practices and key takeaways.

Questions welcomed!
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Typical Municipal Workspaces



HR Files
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#-{"| Application Pool
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| File Room
& | Benefit Documents
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Basic Information Portrait

Basic Information
MName Andrew Accounting
Email aaccounting @tigerpond.com
Home  hitp:fwenw. tigerpond.com/
iR A ccounting
Consulting Vertical

s Llpload portrait
* [Delete portrait
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Employee Information

Employee Information
Department Administration
E Job Title Financial Manager
Job Description
E Auailability % 50
Title Hourly Cost 30.00
Supervisor Ben Bigboss
Social Security nr 123 456 789
Salary 240000
Social Security 350.00
Localization Insurance 0.
Current locale en_US Cther Costs 140.00
T y Salary Period month
Current timezone Europe/Berlin e ——
Birthdate 1961-11-23
Start Date
Termination Date
Contact Information

Contact Information
HomePhone  +1 782 542 4536
WoarkPhone  +1 7792 641 1546
Fa +1 7792 641 1547
HomeCountry Australia
Work Country  Australia
Mote Contact me at work in business hours

Student Lastname
Lastname.xx@buckeyemail.osu.edu - 100 Your Ave. - Columbus, Ohio 43201-(555)-555-5555

Objective
Seeking mechanical engineering internship for the Summer of 2014

Education and Honors
* Acurrent sophomore at The Ohio State University in Columbus, Ohio
*  Majoring in Mechanical Engineering
* Graduated with honors and a 3.75 GPA (4.0 scale) from Your High School

Work Experience
Sometown Repair Services — 2012- Present
* Traveled with service technicians to work at different job sites (residential and commercial)
* Dissembled appliances to bring the copper and scrap metal to the scrap yard for cash
* Worked inventory inside the office
* Shadowed my boss during several of his meetings on job sites with other engineers to gain
experience

Leadership Experience
National Honor Society
August 2010 — May 2013
* Sponsored and performed community service project
* Required to maintain a 3.5 GPA
* Held school events

Yourtown Athletics Committee (August 2010 — May 2013)
* 1of 5 students throughout a high school of 2100 kids to be selected for a committee
* Presented opposing teams with a warming gift in their locker warm, such as candy




Commissioner/Alderman

v

v

v

v

Meeting Files

Sample Shared Drive
Academic
Advising
Doe, Jane
Smith, John
Administrative
Meetings
Agendas
Minutes
Policies and Procedures
Human Resources
Hiring
Search Committee

Staff Hiring

NOTICE OF MEETING
RAYTOWN FIRE PROTECTION DISTRICT
BOARD OF DIRECTORS
AGENDA
June 14, 2016
6:00 P.M.

. Call to Order

. Approve Agenda
. Approve Minutes
. Public Comments

. Operating Reports

. Administration

. Operations and Prevention

. Support

. Logistics

. Professional Development and Compliance

[ON RN ol o ]

. Old Business

a. New Apparatus Update
b. Health Insurance Update

. New Business

a. 2015 Audit/Marr & Co.

. Adjournment




City Planning Department Files
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# |0) Geotechnical
(.0) Graphics
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# 15) Mechanical
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@ () survey

1846 - 1846 12§ Permit # 18010 -
Plan Check # B1SLADTSEE Printed: U 2019 1242 FM
Event Code:
Bldg-Hew GREEN - MANDATORY City of Las Angeles - Department of Buildingand Safety Issuedon 02052019
1 or 2Family Dwelling
Fossnlar Plan Check APPLICATION FOR BUILDING PERMIT Last Status: Issued
Plan Check AND CERTIFICATE OF OCCUPANCY Status Date: 02052019
LTmae Tlew Lot AP CODNTYMAPTETE WARCTL Thrn g || L AssTason pameTL
TR3387 17 ME33-72 1285149 837 || 4281 -025-01%
L AL WROIMATION
e Phermines € omm dssion - West Los fnadhs Census Tract- 267700
L ADES Erwch fice - WLA Dristrict Map- 1208 149
Conmeil Districe- 11 Zome -6
Certified Neishbothood Comcil- WestLos el Hear Source Eome Distance - 6
Comm unity Pl dren - West Los dnzels Them as Brothers Map Girid- 632- 46
zevtay: B3-1
L LOCTHERTS.
SPA- West LA Trmsportation I prove ORD- ORD-17 1482 CPC- CPC-2017-364720
ORD - ORD-120412 CPC-CPC-12101
ORD - ORD-163205 CPC- CPC-2005- 325304
ORD - ORD-171237 CPC-CPC-2014-14575F
£ CHECHLIST ITEME
Special pect - drchor Bolts Special Iwpect- Structural Wood (periodic) Term it Flag - Rec and Parks Faehem o Regd
Specin] Bepect - Epory Bols Stom. Wan- LD Proje Std. Wk Deeir- 5 edem it o Shire OF Vadme
Srecinl Bupect - §tmchiml Dhsematioy Pem it Flaz- Mota Fire Lif Safety Project Combine Phmbe - Pk par9 1107 3.L11
4. VROPERTY LWNER, TENANT, APFLICANT INFOWMATICH
Crvnsals
WMUNOZ, HORACIOE TR HORACIOB I 1946 FEDER AL AVE L0S ANGELES € 49005
Taman:
hpplicart: (Falutewhi: Aguotfor Oaar)
| Li C490035
2 pasTeTE TRORCeTD U5t 1 pEacuTION oF wouk
02 Tplee HEW 46423 3-6T ORY DUPLEK (B UILDING #LAT FRONT OF LOT)
% B EMgamidk& T 10F2 oz v pectenmywes, colel-fmn (§68) LA4BUTILD (524-1645)
vis vy Jadhsarg. To vuad e o CallCunks
1L APVLICATION PROCESHNG INFORMATION amar, cal 311. Crakils L Comty, 62l (21334 73-3231
ELDi. B By T&S BC By
O for Cashier: Coomd. OK: —
5 Dot For Cashier's Use Only WO #: 81001742
L VROIECT VALTATION & XL INTOUMATION  Tiral FesFraad
Pem it Vabmtiz: §330.000 PC Vahutize 11
FINALT 0T AL ElizMevr 16,685 96 Pluwing Surdarge Misc Fee 10.00
Tem it Fee SubtotalF iz e 1,560.00 Plmring e Plan Mairt. Surchor; 134.60
Burzy Surdrze S kool District ResidetialLensd 1194987
Electrical 483 60 Drellires Unit. Comstraction T 400,00
HVAC 241,80 Residantind Demelopm ot Txc 600.00
Phmtirg 483 60 £ 4 17514 C om ssiom Srcka 1.0 .
Plan Chack Subtotal Bl -He 0.0 Cireen Building Payment Date: 020319
OFhour Plan Check 01.00 Pem it Iesuing Fee 27m Receipt No: 0301062650
Pl Mairtenance 3730
0 i Amount. $16,685.96
D5.0 . Surchorze 953
Sys Surcharse 190.57
Pluminggrdars: 11545 20198166247
Semer Cop ID: T otal Basdis) D
i O 0O
Plot Pl
AP 1801413000318 L2FHR«
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Wana Decryptlr 2.0

Ooops, your files have been encrypted! e

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe yvou are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
@WanaDec... our decryption service.

Payment will be raised on .
Y Can I Recover My Files?

Sure. We guarantee that vou can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt=.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

1741970 05:30:00

L

@Wanalec...

Your files will be lost on
. 1/8/1970 05:30:00

@Please_R...

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin=.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <«How to buy bitcoins=.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

R e mvmme B e B e e Tl J e

Time Left

Send $600 worth of bitcoin to this address:

About bitcoin bftCOjﬂ
YT [12t9YDPgwueZ9NyMgw519p7AABisjré SMw

How bo buw bibcoins?
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Microsoft Word

Home Insert Page Layout References Mailings Review View (7]
Password (2] X |
Enter password to open file
C:\Users\[username]\Desktop\Invoice.doc
[ oK ] [ Cancel
Words: 0 “

Opening: [ | |\BIEAE =




Common Online Municipal Services

Pay Taxes & Other Fees Online

* Check
* Cash
* Money Order

via MuniciPAY using

* Visa, MasterCard, Discover, American Express
(convenience fee will apply)
* Electronic Check Payments (convenience fee will apply)

The terms are a minimum charge of $3.00 for credit card
use. 2.65% above minimum. And $1.50 for e-checks. :

MORE INFORMATION

Town News & Calendar

News
FY22 2nd Qtr Real Estate and Personal Property Tax bills are due by Nov 1st »

Reminder: FY22 2nd Quarter Real Estate tax and Personal Property tax bills were mailed with the 1st Qtr
August bills...

T iy i Approved General Bylaw Changes from 5-1-2021 ATM »

To see the changes approved by the Attorney General's Office of our General
Bylaws from our 05-01-2021 Annual Town...

'y' } Historic Meetinghouse RFP Re-Issue (2021) Now Available! »
Saitd ! im REQUEST FOR PROPOSALS (RFP)

1

PAY ONLINE

==
A

Pay Water Bill

@

®

Look for this
button to
pay your bill
online!

®

Winston-Salem / Forsyth County

Utilities

Water « Wastewater « Solid Waste
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Page Not Found

The requested content could not be found.

Town of Westminster « 11 South Street + Westminster MA 01473
Website Disclaimer Government Websites by CivicPlus ®
Login




Immediate
Impact

How are citizens able to
pay water bill or taxes?

What is the public safety
impact?

How long will we be down?
Reputational harm?




Panel Discussion

Deputy Chief Information
Executive Director Security Officer
NC League of Municipalities VC3, Inc.
bleaird@nclm.org joe.howland®@vc3.com

Director of Information Technology

NLC Mutual Insurance Company

rdraughn®nlcmutual.com
Facilitator



mailto:bleaird@nclm.org
mailto:joe.howland@vc3.com
mailto:rdraughn@nlcmutual.com

Protect against Ransomware

» BACK UP SYSTEMS and DATA (Offsite or Cloud)
» ENSURE what you need is backed up!
» VERIFY that it truly is backed up!
» TEST that you can actually recover from

backup!

» TEST again

» Ensure systems are patched and updated!

» Consider outside network monitoring firms

» Vendors such as VC3, Inc. and others offers
solutions to small to large municipalities




Protect against Ransomware - (Continued)

» Educate Staff of threats! TRA”\“N
» Enforce strong passwords A\l
» Employ MFA (Multi-factor Auth)
» Social Engineering and culture change
» Email phishing exercises
» Pay attention to Ransomware events
» Landscape is always changing

SSSSSSSSS

TIME TO CRACK
JCu 0,000,000,000,000,000

Compl3X|ty_< Length!
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Protect against Ransomware - (Continued)

» Leverage Specialists like KnowBe4
» Trainings
» Free Tools/Simulators
» Whitepapers/Documentation

[KnowBe4

Human error. Conquered.
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DUE
DILIGENCE

» Do your Due Diligence!
» Verbal confirmation before wiring funds;
especially if from an email request.
» Note: May be requirement of some insurance
policies.
» Policy to NOT wire funds via email request.
» Policy of having multiple people authorize:
» Wire transfers/Employee Direct Deposits
» Bank Routing/Account changes
» Other financial transactions




Other Considerations

* Third Party IT Security Assessments.
« Cyber Insurance coverage (if possible).
« Public vs Private Cloud Solution Providers
« Office 365 Cloud Solutions and System Security tools.
« Seek guidance from Counsel
* Proper contract provisions with IT Providers.
« Data Breach Response terms, Where Data is Located.
« Especially should a breach occur.
* Report to Authorities - FBI, IC3, HSA/CISA.




ARPA funds may be available

“American Rescue Plan Act funds can support short-
and long-term investment in cybersecurity practices,
updating legacy equipment that may no longer be
receiving patches, moving to the cloud for data storage, or
even training up staff members to recognize when they
are being targeted by a phishing or social engineering
campaign.




Other Resources

. Engage with MS-ISAC NLC-RISC & NLC MUTUAL

(Multi-State Information Sharing and Analysis Center CYBER ROADMAP

« Connect with CISA State Representative
* Netdiligence eRisk Hub
» Vendor produced Cybersecurity Checklists

Cybersecurity Checklist for Municipalities: Where to Begin? - VC3 | IT Services

* NLC-RISC & NLC Mutual Cyber Roadmap

NATIONAL
LEAGUE
OF CITIES
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https://www.vc3.com/cybersecurity-checklist-for-municipalities-where-to-begin/

Final Thoughts and Q&A
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